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Abstract—I n this article we present an overview for transport
protocols for Wireless Sensor Networks (WSNs). We firstly
highlight the unique aspects in WSNs, and describe the basic
design criteria and challenges of transport protocols including
energy-efficiency, quality of service reliability, and congestion
control. We then provide a summary and comparison of existing
transport protocols for WSNs. Finally, we discuss several open
problems.
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|. INTRODUCTION

ireless sensor networks (WSNSs) are generally composed
Wof one or more sinks (or base stations) and tens or
thousands of sensor nodes scattered in a physical space. With
integration of information sensing, computation, and wireless
communication, the sensor nodes can sense physical
information, process crude information, and report required
information to the sink. The sink can query sensor nodes for
such information. WSNs have severa distinctive features: 1)
unique network topology: sensor nodes are generaly
organized into a multi-hop star-tree topology, either flat or
hierarchical. The sink at the root of the tree is responsible for
data collection and relaying to exterior networks. This
topology can be dynamic dueto thetime varying link condition
and node variation; 2) diverse applications: WSNs can be used
in different environment supporting diverse applications from
habitat monitoring, target tracking, to security surveillance and
so forth. These applications might be interested in different
sensory dataand therefore create different requirementsin QoS
(Quality of Service) and reliability; 3) peculiar traffic
characteristics: In WSNSs, the primary traffic is upstream flows
from sensor nodes to the sink, athough the sink may
occasionally generate certain downstream traffic for the
purpose of query and control. This upstream is a many-to-one
communication. Dependent on specific applications, the
delivery of upstream traffic can be event-driven, continuous
delivery, query-driven delivery, and hybrid delivery; 4)
resource constraints: Sensor nodes have limited resources
including low computation capability, small memory, low
wireless communication bandwidth, and limited and

non-rechargeable battery; 5) small message size: Messagesin
sensor networks usually have asmall size compared to existing
networks. Asaresult, thereis usually no concept of segmenting
amessage in most applications under WSNs. These distinctive
features pose considerably new challenges in the design of
WSNsthat can meet application requirements and operate for
the longest possible time. Specifically, we need to carefully
cope with such problems as energy conservation, reliability,
and QoS.

Our focus in this article is on the design of transport
protocols for WSNs. Transport protocolsare used to eliminate
or mitigate congestion and reduce packet loss to provide
farness in bandwidth allocation, and to guarantee end-to-end
reliability. However, the traditional transport protocolsthat are
designed for the Internet, i.e., UDP and TCP, can not be
directly applied to WSNs[ 1]. It iswell documented that UDP
itself does not provide any reliability often needed for many
sensor applications, nor does it offer any flow and control
congestion that can lead to packet |oss and unnecessary energy
consumption. On the other hand, TCP suffers several
drawbacks: 1) The overhead associated with TCP connection
establishment might not justify its usage for short data
collectionsin most event-driven applications; 2) The flow and
congestion control mechanism in TCP can discriminate sensor
node(s) far away from the sink, and cause unfair bandwidth
alocation and unfair data collections; 3) It is well-known that
TCP has a degraded throughput under wireless systems
especially with ahigh packet lossrate because TCP assumesall
packet loss is due to congestion and triggers rate reduction
whenever packet |oss is detected; 4) In contrast to hop-by-hop
control, end-to-end congestion control in TCP has a tardy
response, which needs longer time to mitigate congestion and
in turn leads to more packet loss when congestion occurs; 5)
TCP till relies on end-to-end retransmission to provide
reliable data transport, which basically consumes more energy
and bandwidth than hop-by-hop retransmission; 6) TCP
guarantees successful transmission of each packet, whichisnot
proper for event-driven applications.

This article summarizes the existing transport protocols for
WSNsand outlines open problems. The remainder of the paper
is organized as follows. Section |1 introduces basic principles
and design criteriaintransport protocolsfor WSNs. Section 111
presents a summary and comparison of existing transport
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protocols designed for WSNSs. Section IV outlines several and
future directions.

Il. THE GUIDELINES FOR THE DESIGN OF TRANSPORT
PrROTOCOLSIN A WSN

Thetransport protocol runs over the network layer protocol.
It enables end-to-end message transmission, where messages
are fragmented to chains of segments at senders and
reassembled at receivers. The transport protocol usually
provides the following functions: orderly transmission, flow
control and congestion control, loss recovery, and possibly
QoS guarantee such as timing requirement and fairness. In
WSNs many new factors such as the convergent nature of
upstream traffic and limited wireless bandwidth can cause
congestion. The congestion influences norma data
transmission and leads to packet loss. In addition, wireless
channel introduces packet lossdue to high bit-error rate, which
not only affects reliability, but also wastes energy. As aresult,
two major problemsthat WSN transport protocol s need to cope
with are congestion and packet loss. We next discuss the
performance metrics, the required functions of transport
protocols for WSNs, and design options.

A. Performance Metrics

Generally speaking, transport protocols for WSNs should
provide end-to-end reliability and end-to-end QoS in an
energy-efficient way. The performance of a transport protocol
for WSNs can be evaluated using metrics including:
energy-efficiency, reliability, QoS metrics such as packet loss
ratio, packet delivery latency, and fairness.

Ener gy-Efficiency: Sensor nodes usually have limited energy.
As aresult, it is important for transport protocols to maintain
high energy-efficiency in order to maximize system lifetime.
Packet loss in WSNs can be common due to bit error and/or
congestion. For loss-sensitive applications, the packet loss
leads to retransmission and inevitably consumes additional
energy. Therefore, there are severa factors that have to be
carefully evaluated including the number of retransmissions,
the distance of each retransmission, and the overhead
associated with control messages.

Reliability: different kinds of reliabilities can beneeded in a
WSN dependent on applications. The reliability can be
classified into: 1) packet reliability: epplications are
loss-sensitive and require the successful transmission of all
packets or a certain percent; 2) event reliability [2]:
applications require only successful event detection, not the
successful transmission of each packet. In addition, paper [3]
defines destination-related reliabilities.

QoS Metrics: Traditiona QoS metrics include bandwidth,
latency or delay, and packet loss raalsote. Dependent on
application requirements, these metrics or their variants could
be till applicable to WSNs. For example, sensor nodes can be
used to transmit continuous images for target tracking. These
sensor nodes generate high-speed data streamand require more
bandwidth than event-based applications. For a delay-sensitive

gpplication, it can also require the timely delivery of sensory
data.

Fairness. Sensor nodes are usually scattered in a geographical
area. Due to the many-to-one convergent nature of upstream
traffic, it ismore difficult for sensor nodes far away from the
sink to transmit the data. Transport protocols need to provide
fair bandwidth allocation among all sensor nodes so that the
sink can obtain a fair amount of sensory data from all sensor
nodes.

B. Congestion Control

There are mainly two causes for congestion in WSNs. The
first is due to packet arrival rate exceeding packet servicerate.
Thismorelikely occurs at sensor nodes close to the sink asthey
usually have more combined upstream relay traffic. The second
isinfluenced by the link level performance such as contention,
interference and bit error. Thistype of congestion occurson the
link.

Congestion in WSNs has a direct impact on
energy-efficiency and application’s QoS. First, the congestion
can cause buffer overflow and furthermore lead to longer
gueuing time and more packet loss Not only can the packet
loss degrade reliability and application’s QoS, but also wastes
limited energy and lowers energy-efficiency. Second, the
congestion can still degrade link utilization. Third, the
link-level congestion usually results in transmission collisions
if contention-based link protocols, for example CSMA (Carrier
Sense Multiple Access), are used to share radio resources. The
transmission collision in turn will increase packet service time
and waste additional energy. Therefore congestion in WSNs
must be efficiently controlled, either to avoid it or mitigate it.
Usualy there are three mechanisms that can deal with this
problem: congestion detection, congestion notification, and
rate adjustment.

Congestion detection: In TCP, the congestion is observed or
inferred at end nodes based on either timeout or redundant
acknowledgements. In WSNs, more proactive methods can be
used. A common mechanism is to use the queue length [4][5],
packet service time [6], or the ratio between packet service
time and packet inter-arrival time at an intermediate node [7].
For WSNs using CSMA-like MAC protocols, channel loading
also can be measured and used as an indication of congestion,
and measurement is also ameansfor determining congestion as
that in [5].

Congestion notification: After detecting congestion, transport
protocols need to propagate congestion information from the
congested node to upstream sensor nodes or even the source
nodes who contribute the detected congestion. The congestion
information could be a single binary bit (or called congestion
notification (CN) bit in [2][4][5]) or more rich information
such as allowable data rate in [6] or the congestion degree in
[7].

The approaches to notify congestion usually can be
categorized into explicit congestion notification, and implicit
congestion notification. The explicit congestion natification
uses special control messages to notify the involved sensor
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nodes of congestion such as suppression messages used in [5].
On the other hand, the implicit congestion notification
piggybacks congestion information in normal data packets.
Through receiving or overhearing such packets, sensor nodes
can obtain the piggybacked information. For example, in [2],
sensor nodes can set a CN hit in the header of data packets
After receiving packets with CN bit set, the sink can know if
congestion will happen in next reporting interval.

Rate adjustment: A sensor node upon receiving a congestion
indication can adjust its sending rate. If a single CN bit is
received, AIMD (Additive Increase Multiplicative Decrease)
schemes or its variants are usually applied. On the other hand,
if more congestion information is available, exact and accurate
rate adjustment can be implemented such asin [6] and [7].

C. Loss Recovery

In wireless environments, both congestion and link level bit
error can cause packet loss which deteriorate end-to-end
reliability and QoS, and furthermore lower energy-efficiency.
Other factorsthat can result in packet loss include node failure,
wrong or outdated routing information, and energy depletion.
In order to overcome this problem, we can increase source
sending rate or introduce retransmission-based |oss recovery.
The first approach, for example used in ESRT (Event-to-Sink
Reliable Transport) [2], works well for guaranteeing event
reliability for event-driven applications that require no packet
reliability; however, this method is not energy-efficient
compared to loss recovery. The loss recovery is more active
and energy-efficient, which can be implemented at both link
layer and transport layer. The link layer loss recovery is
hop-by-hop recovery while the transport layer loss recovery is
usualy done in an end-to-end way. Here we focus on loss
recovery that consists of loss detection and notification and
retransmission-based loss recovery.

Loss detection and natification. Since packet loss can be far
more common in WSNsthan that in awired network, the loss
detection has to be carefully designed. The common
mechanism is to contain a sequence number in each packet
header. The continuity of sequence number can be used to
detect losses. Loss detection and notification can be either
end-to-end or hop-by-hop. In the end-to-end approach such as
that used in TCP protocol; the end-points (destination or source)
are responsible for loss detection and notification. In the
hop-by-hop method, intermediate nodes detect and notify
packet | oss.

The end-to-end approach isinappropriate for WSNs due to
several reasons. 1) the control message (such as TCP ACK)
used for end-to-end loss detection takes longer path and thusis
not energy-efficient; 2) the control message travels through
multiple hops, which might be lost with a high probability
under WSNs dueto either highlink level error or congestion; 3)
the end-to-end loss detection inevitably leads to end-to-end
retransmission for loss recovery. However, the end-to-end
retransmission will consume more energy than hop-by-hop
retransmission.

In hop-by-hop loss detection and notification, a pair of

neighboring sender and receiver is responsible for loss
detection, and in turn enables quick and energy-efficient
retransmission within one hop. The hop-by-hop loss detection
can be further categorized into receiver-based or sender-based
according to the place where packet loss is detected. In the
sender-based loss detection, the sender detects packet loss
either timer-based or by overhearing. In the timer-based
detection, asender starts atimer each time it transmits a packet.
If it does not receive any acknowledgment from the targeted
receiver before the timer expires, it infers the packet lost.
Taking the advantage of the broadcast nature of wireless
channel, the sender can listen to the targeted receiver to see if
the packet, which it sent to the receiver previoudy, has been
successfully forwarded, and detect packet loss in a passively
and indirect way.

In the receiver-based loss detection, areceiver infers packet
loss when it observes out- of-sequence packet arrivals. There
are three waysto notify the sender: ACK (Acknowledgement),
NACK(Negative ACK), and IACK (Implicit ACK). Both ACK
and NACK rely on specia control messages, while Implicit
ACK (IACK) [8] just piggybacks ACK information in the
header of data packets. In IACK [8], if a packet is overheard
being forwarded again, it implies that the packet has been
successfully received and acknowledged simultaneoudly. The
IACK avoids control message overhead and could be more
energy-efficient. However, the application of IACK depends
onif sensor nodes have the capability to correctly overhear the
physical channel. In case that the transmission is corrupted
before overhearing or the channel is not bidirectional or sensor
nodes access the physical channel using TDMA-based (Time
Divison Multiple Access) protocols, IACK could be
unreliable or impossible.

In addition, loss detection and notification can pinpoint the
reason for packet loss which can be further used to improve
system performance. For example, if packet lossis caused by
buffer overflow, source nodes need to reduce the sending rate.
However, if they are resulted from channel error, it is
unnecessary to reduce the sending rate in order to maintain
high link utilization and throughput.

Retransmission-based loss recovery. The retransmission can
be aso either end-to-end or hop-by-hop. In end-to-end
retransmission, the source performs retransmission. In
hop-by-hop retransmission, an intermediate node that
intercepts loss notification searches its local buffer. If it finds
the lost packet, it will trigger retransmission. Otherwise it can
relay lossinformation upstream till to the corresponding source
node.

If we define the node with a cached packet as cache point
and the node where packets aredetected |ost asloss point, the
hop number between them can be referred to asretransmission
distance. The retransmission distance reflects retransmission
efficiency in terms of energy consumed by retransmission. In
the end-to-end retransmission such astraditional TCP protocol,
the cache point is always the source node. However, in the
hop-by-hop retransmission, the cache point could be the
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Figure 1 Existing transport protocols for WSNs

predecessor node of the loss point. Therefore the end-to-end
retransmission usually has longer retransmission distance, and
the hop-by-hop is more energy-efficient athough the
hop-by-hop requires intermediate nodes to cache certain
packets. But hop-by-hop loss recovery can not assure message
delivery in presence of node failure unlessit is possible to take
aquick local re-routing. In addition, The end-to-end approach
alows for application-dependent variable reliability levels,
like that realized by ESRT [2]. In contrast, the hop-by-hop
recovery is better if 100% packet reliability is required
athough some applications in WSNs such as event-driven
applications might not need 100% reliability from each sensor
node.

Since end-to-end and hop-by-hop retransmission need to
cache transmitted packets at cache points for potential future
requests for retransmission, a question is how long a cache
point would buffer a packet if the cache point receives no any
acknowledgement. For end-to-end retransmission, the cache
duration should be dependent on and close to round-trip-time
(RTT). Under such wireless systems as using NACK-based
acknowledgement, NACK messages could be lost or corrupted
on the reverse path and the destination would send NACK
more than once. In thiscase, source nodes need to buffer packet
for certain time much longer than one RTT. For hop-by-hop
loss detection and retransmission, the cache duration will be
only influenced by the sum of local packet service time and
one-hop packet transmission time.

We next discuss severa issues related to hop-by-hop
retransmissionin WSNs. First, when to trigger retransmission?
The retransmission can be triggered immediately upon the
detection of a packet loss. This way results in shorter delay
often desired by time-sensitive applications. However, if
packet loss is caused by congestion, the immediate
retransmission could aggravate the congestion and cause more
packet loss. The second problem is related to the cache point.
Where do the transmitted packets need to be cached? In the
hop-by-hop retransmission, each packet could be cached at
each and every intermediate node. Given thelimited memory in
sensor nodes, packets may only need to be cached at selected

nodes. The central issue is how to distribute cached packets
among a set of nodes. The solutions such as DTC (Distributed
TCP Cache) [9] balance buffer constraints and retransmission
efficiency by using a probability-based selection of cache
points. In order to optimize retransmission efficiency, another
possible approach is to cache packets at the intermediate node
that iscloser to the potential congested node where packet loss
more likely arises.

D. Design Guidelines

In order to design an efficient transport protocol for WSNs,
several factors must be taken into consideration including the
topology, divergty of applications, traffic characteristics, and
resource constraints. The two most significant constrains
introduced by WSNs are the energy constrains and fairness
among different geographically placed sensor nodes. The
transport protocol needs to provide high energy-efficiency and
flexible reliability and sometimes the traditional QoS in terms
of throughout, packet loss rate and end-to-end delay.

Therefore, transport protocols for WSNs should have
components including congestion control and loss recovery,
since the two components have direct impact on
energy-efficiency, reliability, and application’'s QoS as
explained above. There are generally two approaches to
perform this task. First, design separated protocols or
algorithms, respectively, for congestion control and loss
recovery. Most existing protocols use this way and address
either congestion control or reliable transport. With this
separated and modul ar design, applicationsthat need reliability
can invoke only a loss recovery algorithm, or invoke a
congestion control algorithm if they need to control congestion
otherwise. They can so much as invoke both. For example,
CODA (COngedgion Detection and Avoidance) [5] is a
congestion control protocol while PSFQ (Pump Slowly Fetch
Quickly) [10] providesreliable transport. Thejoint use of them
could provide full functions required by a transport protocol
for WSNs. Second, design, if possible, a full-fledged transport
protocol that provides congestion control and loss control in an
integrated way. For example, STCP (Sensor Transmission
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Table 1. Congestion Control Protocols for WSNs
(CN: Congestion Notification; End-to-End: ETE; Hop-by-Hop: HBH)

Features
Congestion Detection CN Congestion Mitigation

Protocols
STCP[1] queue length Implicit AIMD-like ETE rate adjustment
Fusion[4] queue length Implicit stop-and-start HBH rate adjustment
CODA[5] | queuelength & channel status Explicit AIMD-like ETE rate adjustment
CCF[6] packet service time Implicit exact HBH rate adjustment
PCCP[7] packet inter-arrival time & packet service time Implicit exact HBH rate adjustment
ARC[8] the event if the packets are successfully forwarded or not Implicit AIMD-like HBH rate adjustment
Siphon[11] | queuelength & application fidelity - traffic redirection
Trickle[12] | -- -- polite gossip

Control Protocol) [1] implements both congestion control and
flexible reliability in a single protocol. For different
applications, STCP offersdifferent control policiesin away to
both guarantee application requirements and improve energy
efficiency.

The first approach divides a problem into severa
sub-problems and is more flexible. The second approach can
possibly optimize congestion control and loss recovery since
loss recovery and congestion control in WSNs are often
correlated. For example, congestion on contention-based
wireless links can certainly lead to packet loss. The
combination of CODA [5] and PSFQ [10] can possibly achieve
both congestion control and reliability, yet it is not well
documented in literatures that such congestion control
protocols and reliability protocols can be seamlessly integrated
together in an energy-efficient way. We believe there is a
tradeoff between the architectural/modular design (the first
approach) and integrated design with performance
optimization (the second approach). The same tradeoff could
also be observed between the traditional protocol stack and the
cross-layer optimization in recent years.

[1l. THE EXISTING TRANSPORT PROTOCOLS FOR WSNS

Several transport protocols have been designed for WSNs
(Fig. 1). Some of which addressed congestion or reliability
only, others examined both of them. We categorize them into
three types: 1) congestion control protocols; 2) protocols for
reliability; 3) protocols considering both congestion control
and reliability. Dueto the space constrains, it is hard to present
detailed description of all the existing protocols. Please refer to
corresponding references for more details.

A. Protocols for Congestion Control
Several congestion control protocols have been proposed for

upstream convergent traffic in WSNs. They differ in
congestion  detection,  congestion  notification, or
rate-adjustment (Table 1).

Among them, Fusion [4] and CODA [5] detect congestion
based on queue length at intermediate nodes, while CCF
(Congestion Control and Fairness) [6] infers congestion based
on packet service time. PCCP (Priority-based Congestion
Control Protocol) [7] calculates congestion degree as the ratio
of packet inter-arrival time and packet service time. In Siphon
[11] congestionis still inferred, besides using the same method
in CODA, based on the perceived application fidelity at the
sink. CODA [5] uses explicit congestion notification, while
others [4][6][7] take implicit congestion notification. In ARC
(Adaptive Rate Control) [8], there is neither congestion
detection nor notification. It controls congestions using a
simple way, by which an intermediate node increases its
sending rate by a constant a if it overhears the successful
packet forwarding by its parent node Otherwise the
intermediate node multiplies its sending rate by a factor £,
where 0<f<1. ARC maintains two independent sets of o and 3,
respectively for source traffic and transit to guarantee fairness
between them. In contrast, Fusion [4] controls congestion in a
stop-and-start non-smooth way that makes neighboring nodes
stop forwarding packets to the congested node immediately
when congestion is detected and notified. CODA [5] adjusts
sending rateinan AIMD way, while CCF [6] and PCCP [7] use
an exact rate adjustment. Compared to CCF, PCCP provides
priority-based fairness and overcomes the drawbacks caused
by the use of non-work conservative scheduling in CCF [6].
However, there is no rate adjustment in Siphon [11]. When
congestion occurs, Siphon redirectstraffic to virtual sinks (V Ss)
that, beside the primary low-power mote radio, has another
long-rage radio used as a shortcut or “siphon” to mitigate
congestion. Trickle[12] uses “Polite Gossip” to control traffic.
In Trickle, each node tries to broadcast a summary of its data
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Table 2. Reliable Transport Protocols for WSNs
(LDN: Loss Detection and Notification; LR: Loss Recovery)

otocols End-to-End (ETE) Hop-by-Hop (HBH)
Features STCH[1] ESRT [2] | RMST[13] | RBC[14] | GARUDA [3] PSFQ [1]]
Direction upstream upstream | upstream upstream | downstream downstream
LDN ACK&NACK No NACK IACK NACK NACK
LR ETE No HBH HBH two-tier two-stage |0ss recovery HBH
Reliability evgnt.gf packet evgnt. ' papke.t' paf:kgt. papkgt .reliability & destination-related packet
reliability reliability | reliability reliability | reliability reliability

periodically. In each period, each node can “politely” suppress
itsown broadcasting if the number of the same metadata, which

thisnode receives from neighboring nodes, exceeds athreshold.

On the other hand, if nodes receive new code or metadata, they
can shorten the broadcast period and therefore leads to
broadcast the new code earlier.

B. Protocolsfor Reliability

As shown in Table 2, some transport protocols [1] [2] [13]
[14] examine upstream reliability, others [3] [10] investigate
downstream reliability.

In upstream direction, ESRT [2] essentially discusses
fidelity of the event stream and only guarantee event reliability
through end-to-end source rate adjustment. In contrast, RMST
(Reliable Multi-Segment Transport) [13] and Reliable Bursty
Convergecast (RBC) [14] provides packet reliability through
hop-by-hop  retransmission-based loss recovery. The
end-to-end source rate adjustment in ESRT follows two basic
rules as: 1) if the current reliability perceived at the sink
exceeds the desired value, ESRT will multiplicatively reduce
the source rate of source nodes; 2) otherwise the source rate
will be additively increased if the required reliability is not
satisfied, unless there is congestion in network. RMST [13]
jointly uses selective NACK and timer-driven mechanism for
loss detection and notification, while RBC designs a
windowless block acknowledgement and uses IACK. RBC till
proposes intra-node packet scheduling and inter-node packet
scheduling to avoid retransmission-based congestion.

In downstream direction, traffic is more like one-to-many
multicast. The explicit loss detection and notification will meet
the same problem of control message implosion as that in
conventional reliable IP multicast. But the existing approaches
for reliable |P multicast areinappropriate for WSNs[10]. Both
GARUDA [3] and PSFQ [10] use NACK -based loss detection
and notification and local retransmission for loss recovery, but
they design different mechanisms to provide scalability.
GARUDA [3] constructs a two-tier topology and proposes
two-stage loss recovery. The two-tier topology consists of two
layers, respectively, for core nodes and non-core nodes. The
hop-count of each core node from the sink is a multiple of 3.

Then the first stage loss recovery is used to guarantees that all
core nodes successfully get al transmitted packets from the
sink, while the second stage is for non-core nodes to recover
lost data from core nodes. GARUDA [3] further studies
destination-related reliability. In contrast, PSFQ [10] contains
three components. pump operation, fetch operation, and report
operation. Firstly, the sink slowly and periodically broadcasts
packetsto its neighbors until all data fragments have been sent
out. Second, a sensor node goes into fetch mode once a
sequence number gap in a file fragment is detected. Then it
sendsa NACK in reverse path torecover the missing fragment.
PSFQ does not propagate NACK messages in order to avoid
message implosion. Specifically, the received NACK at an
intermediate node will not be relayed unless the number of the
same NACK that this node have received exceeds a predefined
threshold and the lost segments requested by this NACK are
simultaneousdly unavailable in this node Third, the sink can
make sensor nodes feedback information on data delivery
status through a simple and scalable hop-by-hop report
mechanism. PSFQ can be configurable to use al the
bandwidth and in turn to overcome the delay caused by the
slow pump.

C. Protocols for Congestion Control and Reliability

STCP [1] is a generic end-to-end upstream transport
protocol for WSNs. It provides both congestion control and
reliability and puts most work at the sink. In STCP,
intermediate nodes detect congestion based on queue length
and notify the sink by setting abit in packet headers. Itisakind
of network-assisted but end-to-end congestion control . One of
the novelties in STCP is that it provides controlled variable
reliability utilizing the diversity in applications. For example,
STCP used NACK-based end-to-end retransmission for
applications producing continuous flows, and ACK-based
end-to-end retransmission for event-driven applications.

D. Open Problems

The above protocols have studied either congestion control
or reliability guarantee, except STCP [1] that examines both
problems. Some protocols use end-to-end control and others
use hop-by-hop control. Some protocols guarantee event
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reliability and others provide packet reliability. However, the
existing protocols for WSNs have two primary limitations.

First, sensor nodes in aWSN might have different priorities
since sensor nodes could be installed with different kinds of
sensors and deployed in different geographical locations.
Therefore sensor nodes can generate sensory data with
different characteristics and have different priorities in
reliability and bandwidth requirement. However, most existing
protocols do not consider node priority, although our recent
approach PCCP [7] provides a priority-based congestion
control protocol. For example, most congestion control
protocols guaranteeonly simple fairness, which means that the
sink needs to get the same throughput from all nodes. In
addition, most reliability protocols use a single and identical
loss recovery algorithm for all nodes and applications, except
STCP [1]. However, the nodes and the applicationsin a WSN
could diversely have different features and priorities, which
require flexible loss recovery in a way to optimize
energy-efficiency.

Second, the existing transport protocols for WSNs basically
assume that single-path routing is used in network layer and do
not consider the scenarioswith multi- path routing. It is not well
documented if they can be directly applied to WSNs with
multi-path routing. For example, regarding congestion control
protocol when multi-path routing is used, a problem will be
how a sensor node adjustsits own sending rate and the sending
rate of its child nodes in a fair and scalable way since nodes
have multiple parent and multiple pathsto the sink at thistime.
This problem could be more complicated if some nodes in a
WSN have multiple paths while others do not.

IV. CONCLUSIONS AND FUTURE DIRECTIONS

This article presents an overview of the transport protocol
design in WSNs. We are planning to study their performance
comparisons through simulation or experiments. The ideal
transport protocol for WSNs should have high
energy-€efficiency, provide flexible reliability, and guarantee
application-dependent QoS. Although some transport
protocols have been proposed, there are several possible future
works for performance optimization.

First, we are particularly interested in designing protocols to
support node priority. The existing transport protocols, except
STCP [1], only consider a single type of sensing devices. In
reality, in a WSN, it is not uncommon that a node can be
equipped with multiple types of sensors, e.g., temperatures and
humidity. Thus nodes can have different priorities and can
generate sensory data wi th different features and requirements
in terms of loss and delay. Different mechanisms need to be
designed in the transport protocol to deal with this diversity.

Second, the existing transport protocols consider only
single-path routing. When multi-path routing is used in
network layer, some issues such as fairness will be arisen and
need to be examined further

Third, al the existing schemes either address congestion
control or loss recovery; none of them except STCP [1],

investigates both problems systematically. In fact, a proper
congestion control can reduce packet loss and provider better
throughput. Loss recovery no doubt can enhancethe reliability.
Therefore a transport protocol should consider both together
with considerations of performance optimization on the
energy-efficiency and other performance metrics.

Finally, the existing transport protocols rarely consider the
cross-layer interaction. In a WSN, the link level performance
such as hit error rate can significantly impact the performance
in a transport layer protocol; routing can certainly affect the
hop-by-hop retransmission mechanism. Such cross-layer
optimizations are therefore highly desirable.
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